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Objective:  This study aimed to predict digital self-harm severity among young 

adults in Chile using a LightGBM model based on self-criticism, emotion 

dysregulation, and online disinhibition. 

Methods and Materials: The study used a cross-sectional, correlational, and 

predictive design. The statistical population consisted of young adults living in 

Chile who were active users of digital communication platforms. The final sample 

included 512 participants aged 18 to 29 years. Data were collected using a Digital 

Self-Harm Behavior Checklist, the Forms of Self-Criticizing/Attacking and Self-

Reassuring Scale, the Difficulties in Emotion Regulation Scale, the Online 

Disinhibition Scale, and a demographic and digital behavior questionnaire. Data 

analysis included descriptive statistics, reliability assessment, Pearson correlation 

coefficients, and predictive modeling using Light Gradient Boosting Machine. 

The dataset was divided into training and test sets, and model performance was 

evaluated using cross-validation, root mean square error, mean absolute error, and 

coefficient of determination. SHAP values were used to interpret the relative 

contribution of predictors. 

Findings: Digital self-harm was positively correlated with inadequate self (r = 

0.43, p < 0.01), hated self (r = 0.57, p < 0.01), emotion dysregulation total score 

(r = 0.52, p < 0.01), benign online disinhibition (r = 0.21, p < 0.01), and toxic 

online disinhibition (r = 0.61, p < 0.01), and negatively correlated with reassured 

self (r = -0.32, p < 0.01). The LightGBM model showed the strongest predictive 

performance, with test RMSE = 3.96, MAE = 2.98, and R² = 0.59. SHAP analysis 

identified toxic online disinhibition, hated self, limited access to emotion 

regulation strategies, impulse control difficulties, and nonacceptance of emotional 

responses as the most important predictors of digital self-harm severity. 

Conclusion: The findings indicate that digital self-harm is best understood as a 

multidimensional phenomenon shaped by hostile self-criticism, impaired emotion 

regulation, and toxic online disinhibition.  
Keywords:  Digital self-harm; LightGBM; self-criticism; emotion dysregulation; online 

disinhibition; machine learning; Chile. 
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1. Introduction 

igital environments have become central spaces for 

identity construction, emotional expression, social 

interaction, conflict, intimacy, and aggression. As social 

communication increasingly occurs through social 

networking platforms, instant messaging applications, 

online forums, gaming spaces, and anonymous or 

pseudonymous digital accounts, psychological distress and 

interpersonal hostility are no longer confined to offline 

settings. Online environments can intensify, transform, and 

sometimes conceal harmful behavior because they combine 

rapid communication, reduced social cues, perceived 

anonymity, audience visibility, and the possibility of delayed 

or limited accountability. Research on online deviance has 

shown that digital spaces may facilitate behaviors such as 

trolling, cyberstalking, body shaming, slut shaming, 

cyberhate, cyber-racism, online aggression, and other forms 

of cyber violence, indicating that the internet can function as 

both a site of social connection and a context for 

psychological risk (Pan et al., 2022; Scott & Barlett, 2023; 

Vale & Matos, 2023; Zhang et al., 2024; Zhao, 2023). 

Within this broader field, digital self-harm represents a 

particularly complex and underexamined phenomenon 

because the individual is not only exposed to harmful digital 

content but also participates in generating or directing 

harmful online content toward the self. 

Digital self-harm can be understood as the deliberate 

creation, posting, sending, or circulation of negative, 

humiliating, hostile, or abusive online content about oneself, 

often through anonymous or pseudonymous accounts. 

Unlike conventional cyberbullying, where the perpetrator 

and victim are usually conceptualized as different persons, 

digital self-harm disrupts the usual perpetrator-victim 

distinction by placing self-directed aggression within the 

architecture of online communication. This phenomenon is 

theoretically important because it may express emotional 

pain, self-punishment, shame, anger, attention-seeking, 

interpersonal signaling, identity experimentation, or 

difficulty regulating distress. It also occupies an ambiguous 

position between self-injury, online aggression, and digital 

identity performance. Earlier discussions of the internet and 

the meaning of self suggest that online settings may alter the 

boundaries of self-expression, self-presentation, and 

regressive behavior, thereby making digital contexts 

psychologically relevant for understanding how individuals 

enact internal distress externally (Sharma et al., 2021). In 

this sense, digital self-harm is not simply an unusual online 

behavior, but a psychologically meaningful expression of 

self-directed hostility enacted through technological 

affordances. 

The growing literature on cyber aggression provides a 

necessary background for understanding digital self-harm. 

Studies on cyberbullying, workplace cyberbullying, cyber 

intimate partner aggression, cyberdating abuse, revenge 

pornography, virtual sexual assault, and bystander behavior 

have shown that harmful digital behavior is shaped by 

individual traits, relational conditions, contextual 

affordances, and social norms within online settings (Booth 

et al., 2023; Lee, 2026; Rehman, 2024; Sánchez-Hernández 

et al., 2024; Wanjiku, 2022; You, 2023). Although these 

studies primarily focus on aggression directed toward others, 

they are relevant to digital self-harm because both other-

directed and self-directed online aggression may involve 

disinhibited expression, reduced inhibition, emotional 

arousal, moral disengagement, and distorted perceptions of 

interpersonal consequences. Furthermore, research on 

adolescent cyberbullying has emphasized the role of 

personal and situational factors, internal states, and family 

environments in explaining online harmful behavior (Wang 

& Ngai, 2021; Zheng et al., 2025). These findings suggest 

that digital self-harm should be studied through a 

multidimensional framework that incorporates individual 

psychological vulnerabilities and online behavioral 

tendencies rather than through a single-factor explanation. 

One of the most important constructs for understanding 

harmful online behavior is online disinhibition. Online 

disinhibition refers to the tendency to behave, disclose, 

express emotions, or act in ways online that one might not 

enact in face-to-face contexts. This construct includes 

benign forms, such as openness and self-disclosure, and 

toxic forms, such as aggression, hostility, impulsivity, and 

norm violation. The adaptation and measurement of online 

disinhibition have supported its utility as a psychological 

construct for examining digital conduct across cultural 

contexts (Mantara et al., 2023). Empirical studies have 

connected online disinhibition to cyberbullying, trolling, 

cyberdating abuse, and aggression in online gaming, 

demonstrating that reduced restraint in digital settings can 

become a pathway toward harmful online expression (Ding 

et al., 2025; Gan et al., 2024; Maftei et al., 2023; Mao & Hu, 

2024). In the context of digital self-harm, toxic online 

disinhibition may be especially relevant because it can lower 

the psychological barrier against posting hostile or 

humiliating statements, even when the target of those 

statements is the self. 

D 
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Online disinhibition is not merely a technical 

consequence of anonymity; it is also shaped by emotion, 

motivation, personality, and social context. For example, 

studies on online aggression have identified roles for trait 

anger, revenge motivation, social dominance orientation, 

moral disengagement, and self-control, suggesting that 

disinhibition becomes particularly harmful when it interacts 

with hostile affective and cognitive tendencies (Ding et al., 

2025; Gan et al., 2024; Nocera et al., 2022; Ramadhani & 

Merida, 2024). Research on anti-social behavior on social 

media similarly indicates that trolling and other hostile 

online behaviors among young adults are not random acts, 

but are embedded in psychological and social processes that 

shape how individuals interpret, justify, and perform digital 

conduct (Soares et al., 2023). In the case of digital self-harm, 

these mechanisms may operate inwardly: anger, shame, or 

punitive self-appraisal may be transformed into self-directed 

hostile content, while online disinhibition provides the 

behavioral channel through which the internal state is made 

visible. 

Self-criticism is another central construct in 

understanding digital self-harm. Although digital self-harm 

occurs in an online context, its psychological origin may lie 

in hostile self-evaluation, feelings of inadequacy, self-

blame, or a punitive attitude toward the self. Individuals with 

strong self-critical tendencies may interpret mistakes, 

rejection, failure, or interpersonal conflict as evidence of 

personal worthlessness, and such internalized hostility may 

increase vulnerability to self-directed harmful behaviors. 

The relevance of self-directed hostility is supported 

indirectly by work on psychopathy, suicide, aggression, and 

pathological personality domains, which shows that 

maladaptive personality features, affective instability, and 

dysregulated self-related processes can increase risk for 

severe behavioral and emotional outcomes (Bant et al., 2025; 

Hudon et al., 2025; Nazari et al., 2025; Rose et al., 2025). A 

transdiagnostic perspective also supports the idea that 

psychological symptoms and maladaptive behaviors often 

emerge from overlapping internal processes rather than 

isolated diagnostic categories (Carmichael et al., 2023). 

Accordingly, digital self-harm may be conceptualized as an 

online behavioral manifestation of broader self-directed 

distress and maladaptive self-regulation. 

Emotion dysregulation provides a further explanatory 

pathway. Difficulties in emotion regulation may include 

nonacceptance of emotional responses, inability to maintain 

goal-directed behavior under distress, impulse control 

difficulties, limited access to effective regulation strategies, 

lack of emotional awareness, and lack of emotional clarity. 

These difficulties can make individuals more likely to 

respond to distress through immediate, impulsive, or 

maladaptive behaviors, particularly in digital environments 

where posting, messaging, and account creation are rapidly 

available. Research on personality functioning has 

emphasized the mediating role of emotion dysregulation in 

the relationship between pathological traits and maladaptive 

psychological outcomes, suggesting that emotion regulation 

difficulties may translate dispositional vulnerabilities into 

harmful behaviors (Nazari et al., 2025). In related behavioral 

domains, self-regulation and pursued rewards have been 

identified as important for understanding gaming disorder 

symptoms and protective processes, indicating that 

regulation capacities are central to digital behavior more 

broadly (Achab et al., 2022). Therefore, digital self-harm 

may be particularly likely when self-critical thoughts and 

painful emotions occur alongside poor regulatory capacity. 

The social and communicative structure of digital 

platforms may further amplify the risk of digital self-harm. 

Online environments allow users to create multiple 

identities, obscure authorship, seek reactions from others, 

and test social responses while maintaining partial 

psychological distance from the behavior. Studies on social 

media aggression, cyberhate, and online misinformation 

demonstrate that digital platforms can intensify hostility by 

creating conditions where harmful speech is rapidly 

amplified, socially reinforced, or detached from immediate 

interpersonal consequences (Giannakopoulos & Prassou, 

2025; Lai, 2024). Research on psychiatric participation in 

online forums and online counseling also highlights the need 

to understand digital communication not only as a risk 

environment but also as a space where distress, disclosure, 

support-seeking, and intervention may occur (Agathokleous 

& Taiwo, 2022; Looi et al., 2023). This dual nature is 

important for digital self-harm because individuals who 

harm themselves online may simultaneously be expressing 

distress, seeking recognition, testing whether others care, or 

reproducing internal self-attacks through the language and 

mechanisms of digital interaction. 

Emerging adulthood is a particularly relevant 

developmental period for examining digital self-harm 

because it is marked by identity exploration, heightened 

online engagement, affective reactivity, social comparison, 

intimate relationship formation, and increased autonomy in 

digital communication. Studies on risky sexting, cyber 

aggression, and adolescent or young adult online behavior 

show that risky digital conduct is often associated with 

https://portal.issn.org/resource/ISSN/3041-8518
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personality, relational, gendered, and contextual factors 

(Giannakopoulos & Prassou, 2025; Maftei et al., 2023; 

Morelli et al., 2025). In addition, research on cyberbullying 

perpetration and family factors demonstrates that online 

harmful behavior may be shaped by both individual 

vulnerabilities and relational environments (Wang & Ngai, 

2021; Zheng et al., 2025). For young adults in Chile, where 

digital communication is deeply embedded in education, 

peer interaction, and social life, studying digital self-harm 

can contribute to a culturally relevant understanding of how 

internal psychological distress is translated into online 

behavior. 

Despite the growing body of research on cyber 

aggression, online disinhibition, cyberbullying, and digital 

violence, important gaps remain. Much of the existing 

literature focuses on aggression toward others, whereas 

digital self-harm requires attention to the interaction 

between self-directed cognition and online behavior. In 

addition, many studies rely on linear or variable-centered 

models that may not fully capture the nonlinear and 

interactive nature of psychological risk. Digital self-harm is 

likely to emerge from a configuration of vulnerabilities 

rather than from a single predictor. For example, high self-

criticism may be most risky when accompanied by emotion 

dysregulation and toxic online disinhibition; similarly, 

online disinhibition may be most harmful among individuals 

who experience intense self-directed hostility or limited 

access to regulation strategies. A machine learning approach 

is therefore appropriate because it can model complex 

patterns, interactions, and nonlinear associations among 

predictors. Light Gradient Boosting Machine modeling is 

especially useful for tabular psychological data because it 

can identify high-contribution predictors while preserving 

strong predictive performance. 

The integration of self-criticism, emotion dysregulation, 

and online disinhibition into one predictive model provides 

a theoretically coherent framework for studying digital self-

harm. Self-criticism reflects the internal evaluative and 

punitive dimension of risk; emotion dysregulation reflects 

the affective and self-regulatory dimension; and online 

disinhibition reflects the behavioral-contextual mechanism 

through which internal distress may be enacted digitally. 

These constructs also align with broader evidence that 

harmful online behavior is shaped by aggression, self-

control, moral disengagement, personality traits, relational 

context, and platform-specific affordances (Hudon et al., 

2025; Nocera et al., 2022; Ramadhani & Merida, 2024; 

Sánchez-Hernández et al., 2024). By applying a LightGBM 

model, the present study moves beyond simple associations 

and examines the relative predictive contribution of each 

psychological and digital-behavioral factor. Such an 

approach can help identify which features are most 

informative for estimating digital self-harm severity and 

may guide future screening, prevention, and digitally 

delivered mental health interventions. 

The aim of this study was to predict digital self-harm 

severity among young adults in Chile using a LightGBM 

model based on self-criticism, emotion dysregulation, and 

online disinhibition. 

2. Methods and Materials 

2.1. Study Design and Participants 

The present study was conducted using a cross-sectional, 

correlational, and predictive design to examine whether 

digital self-harm could be predicted from self-criticism, 

emotion dysregulation, and online disinhibition through a 

Light Gradient Boosting Machine model. The target 

population consisted of young adults living in Chile who 

were active users of social networking platforms, messaging 

applications, online forums, or other interactive digital 

environments. The final sample included 512 participants 

from Chile, recruited from universities, technical institutes, 

community online groups, and public digital advertisements 

in Santiago, Valparaíso, Concepción, La Serena, and 

Temuco. Participants ranged in age from 18 to 29 years, with 

a mean age of 22.64 years and a standard deviation of 3.18. 

Inclusion criteria were being between 18 and 29 years of age, 

residing in Chile at the time of data collection, having used 

at least one social media or online communication platform 

during the previous six months, and providing informed 

consent to participate. Participants were excluded if they 

submitted incomplete questionnaires, failed attention-check 

items, reported inconsistent demographic responses, or 

completed the survey in an unrealistically short time that 

suggested non-attentive responding. Data were collected 

anonymously through an encrypted online survey platform. 

Before beginning the survey, participants received written 

information about the purpose of the study, the voluntary 

nature of participation, the approximate duration of 

completion, confidentiality procedures, and their right to 

withdraw without penalty. Because the study included 

questions related to self-directed harmful online behavior 

and psychological distress, participants were also provided 

with information about mental health support services and 

https://portal.issn.org/resource/ISSN/3041-8518
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emergency resources in Chile at the beginning and end of the 

questionnaire. 

2.2. Measures 

Digital self-harm was assessed using a Digital Self-Harm 

Behavior Checklist adapted from the operational definition 

proposed by Patchin and Hinduja, in which digital self-harm 

refers to anonymously posting, sending, or sharing hurtful, 

humiliating, hostile, or abusive content about oneself in 

online spaces. The checklist assessed whether participants 

had engaged in self-directed harmful online behaviors 

during the previous 12 months, including anonymously 

posting mean or degrading statements about themselves, 

creating or using anonymous accounts to insult themselves, 

sending hostile messages to themselves, encouraging others 

to criticize or attack them online, or staging online 

victimization directed at the self. Each item was rated on a 

five-point frequency scale ranging from 0 to 4, with 0 

indicating never and 4 indicating very often. Higher total 

scores indicated greater severity of digital self-harm. For 

predictive modeling, the continuous total score was used as 

the main outcome variable, allowing the LightGBM model 

to estimate the level of digital self-harm severity rather than 

merely distinguishing between presence and absence. The 

checklist was translated into Spanish and culturally adapted 

for Chilean participants using forward translation, expert 

review, back-translation, and pilot testing with a small group 

of young adults to ensure semantic clarity, cultural 

appropriateness, and sensitivity of wording. In the present 

study, internal consistency was evaluated using Cronbach’s 

alpha and McDonald’s omega before inclusion of the score 

in the machine learning model. 

Self-criticism was measured using the Forms of Self-

Criticizing/Attacking and Self-Reassuring Scale developed 

by Gilbert, Clarke, Hempel, Miles, and Irons. This 

instrument assesses how individuals respond to personal 

failure, mistakes, or perceived inadequacy, and it is widely 

used to evaluate maladaptive self-critical processes and the 

ability to adopt a reassuring stance toward the self. The scale 

contains 22 items rated on a five-point Likert scale, ranging 

from low endorsement to high endorsement of each 

statement. It includes the subscales of Inadequate Self, 

which reflects feelings of inferiority, disappointment, and 

personal failure; Hated Self, which reflects more hostile, 

punitive, and self-attacking attitudes; and Reassured Self, 

which reflects the ability to be compassionate, supportive, 

and encouraging toward oneself during distress or setbacks. 

In the present study, the Inadequate Self and Hated Self 

subscales were used as the primary indicators of self-

criticism, while Reassured Self was retained as a 

theoretically relevant protective dimension and reverse-

oriented feature in the predictive model. Higher scores on 

the self-critical dimensions indicated stronger self-critical 

tendencies. The Spanish version used in this study was 

reviewed for linguistic clarity and cultural fit in Chilean 

Spanish, and reliability coefficients were calculated for the 

total and subscale scores. 

Emotion dysregulation was assessed using the 

Difficulties in Emotion Regulation Scale developed by Gratz 

and Roemer. The DERS is a 36-item self-report instrument 

designed to assess multiple dimensions of difficulty in 

understanding, accepting, and regulating emotional 

experiences. Items are rated on a five-point Likert scale, 

typically ranging from almost never to almost always, with 

higher scores indicating greater emotion regulation 

difficulties. The scale yields a total emotion dysregulation 

score and six subscale scores: Nonacceptance of Emotional 

Responses, Difficulties Engaging in Goal-Directed 

Behavior, Impulse Control Difficulties, Lack of Emotional 

Awareness, Limited Access to Emotion Regulation 

Strategies, and Lack of Emotional Clarity. These dimensions 

are especially relevant to digital self-harm because online 

self-directed aggression may occur in moments of emotional 

intensity, shame, impulsivity, or perceived inability to 

manage distress through adaptive strategies. In this study, 

both the DERS total score and its six subscale scores were 

considered as candidate predictors, allowing the model to 

determine whether global emotion dysregulation or specific 

regulatory deficits contributed more strongly to the 

prediction of digital self-harm. The Spanish-language form 

was checked for comprehensibility among Chilean young 

adults, and internal consistency estimates were computed for 

the total scale and each subscale. 

Online disinhibition was measured using the Online 

Disinhibition Scale developed by Udris, which was designed 

to assess the extent to which individuals express themselves 

online in ways that may be less restrained than in face-to-

face interaction. The scale evaluates both benign and toxic 

forms of online disinhibition. Benign online disinhibition 

refers to greater openness, emotional expression, and 

disclosure in digital spaces, whereas toxic online 

disinhibition refers to hostile, impulsive, aggressive, or 

norm-violating online behavior. Items are rated on a Likert-

type response format, with higher scores representing 

stronger disinhibition in online contexts. The distinction 
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between benign and toxic online disinhibition was important 

for the present study because digital self-harm may involve 

both increased online self-disclosure and harmful self-

directed aggression enacted through anonymous or 

pseudonymous digital behavior. The total score and subscale 

scores were entered as predictors in the machine learning 

analysis. The instrument was translated and adapted into 

Chilean Spanish through expert review and pilot testing, and 

reliability indices were examined before analysis. In addition 

to the main psychological instruments, a demographic and 

digital behavior form was used to collect information on age, 

educational status, region of residence, average daily 

internet use, primary online platforms, history of anonymous 

account use, and frequency of social media engagement 

during the previous six months. 

2.3. Data analysis 

Data analysis was performed in several sequential stages. 

First, the dataset was screened for incomplete responses, 

duplicate submissions, careless responding, extreme 

completion times, and inconsistent answers. Cases with 

excessive missing data were removed, while isolated 

missing values were handled using model-compatible 

imputation procedures based on the distributional 

characteristics of each variable. Descriptive statistics, 

including mean, standard deviation, minimum, maximum, 

skewness, and kurtosis, were calculated for all main study 

variables. Internal consistency of the psychological 

instruments was evaluated using Cronbach’s alpha and 

McDonald’s omega, and bivariate correlations were 

examined to provide an initial understanding of the 

associations among digital self-harm, self-criticism, emotion 

dysregulation, and online disinhibition. Because the main 

objective of the study was predictive rather than purely 

explanatory, traditional assumptions of linear regression 

were not treated as prerequisites for model estimation; 

however, distributional patterns and outliers were inspected 

to guide preprocessing decisions and to improve 

interpretability. 

The main predictive analysis was conducted using the 

Light Gradient Boosting Machine algorithm. LightGBM 

was selected because it is an efficient gradient-boosted 

decision-tree framework that can model nonlinear 

relationships, high-order interactions, and complex predictor 

patterns in tabular psychological data. The outcome variable 

was the continuous digital self-harm severity score. 

Predictor variables included the self-criticism indicators, 

emotion dysregulation total and subscale scores, online 

disinhibition total and subscale scores, and selected digital 

behavior covariates such as daily internet use and 

anonymous account use. Before model training, continuous 

predictors were checked for implausible values, categorical 

variables were encoded appropriately, and the dataset was 

divided into training and test sets using an 80:20 split. The 

training set was used for model development and 

hyperparameter tuning, while the test set was held out for 

final evaluation. To reduce overfitting and improve 

generalizability, five-fold cross-validation was applied 

within the training data. Hyperparameters, including the 

number of estimators, learning rate, maximum tree depth, 

number of leaves, minimum child samples, feature fraction, 

bagging fraction, and regularization parameters, were tuned 

using cross-validated performance. Early stopping was used 

when model performance no longer improved across 

validation iterations. 

Model performance was evaluated using root mean 

square error, mean absolute error, and the coefficient of 

determination. These indices were selected because the 

primary outcome was treated as a continuous severity score, 

and together they provided information about average 

prediction error, sensitivity to larger errors, and the 

proportion of variance in digital self-harm severity explained 

by the model. To improve interpretability, feature 

importance values were extracted from the final LightGBM 

model, and SHAP values were calculated to examine the 

relative contribution and direction of influence of self-

criticism, emotion dysregulation, and online disinhibition 

variables. SHAP summary and dependence analyses were 

used to identify the strongest predictors and to clarify 

whether specific psychological dimensions, such as hated 

self, impulse control difficulties, limited access to emotion 

regulation strategies, or toxic online disinhibition, had 

particularly meaningful roles in predicting digital self-harm. 

The final interpretation emphasized both predictive 

performance and psychological plausibility, ensuring that 

the machine learning findings were discussed in relation to 

established theory on self-directed hostility, emotion 

regulation difficulties, and disinhibited online behavior. 

3. Findings and Results 

The final analysis was conducted on data obtained from 

512 young adults residing in Chile. The participants’ ages 

ranged from 18 to 29 years, with a mean age of 22.64 years 

and a standard deviation of 3.18. Of the total sample, 291 
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participants were women, representing 56.84% of the 

sample, 208 were men, representing 40.63%, and 13 

participants identified as non-binary or preferred not to 

report gender, representing 2.54%. Regarding educational 

status, 327 participants were undergraduate university 

students, 91 were students in technical or professional 

institutes, 54 were graduate students, and 40 were not 

currently enrolled in formal education but met the age and 

internet-use criteria for participation. In terms of 

geographical distribution, the largest proportion of 

participants lived in Santiago, followed by Valparaíso, 

Concepción, La Serena, and Temuco. The mean reported 

daily internet use was 6.47 hours, with a standard deviation 

of 2.31, indicating a high level of routine digital engagement 

among participants. Social networking platforms, instant 

messaging applications, and short-video platforms were the 

most frequently used online environments. In addition, 188 

participants, corresponding to 36.72% of the sample, 

reported that they had used an anonymous or pseudonymous 

online account during the previous six months. This 

demographic and digital profile indicated that the sample 

was appropriate for examining digital self-harm in relation 

to self-criticism, emotion dysregulation, and online 

disinhibition, because the participants were active users of 

online communication environments in which anonymous, 

self-directed, or disinhibited behavior could occur. 

Table 1 

Descriptive Statistics and Reliability Indices of the Main Study Variables 

Variable Possible 

Range 

Mean Standard 

Deviation 

Skewness Kurtosis Cronbach’s 

Alpha 

McDonald’s 

Omega 

Digital self-harm 0–32 8.76 6.14 0.91 0.64 0.88 0.89 

Inadequate self 0–36 18.42 7.31 0.28 -0.41 0.86 0.87 

Hated self 0–20 7.94 5.22 0.77 0.19 0.89 0.90 

Reassured self 0–32 17.86 6.48 -0.22 -0.36 0.84 0.85 

Emotion dysregulation total 36–180 104.73 24.96 0.34 -0.18 0.93 0.94 

Nonacceptance of emotional 
responses 

6–30 17.91 5.87 0.31 -0.47 0.85 0.86 

Difficulties in goal-directed 

behavior 

5–25 14.83 4.72 0.22 -0.39 0.81 0.82 

Impulse control difficulties 6–30 16.76 5.94 0.46 -0.11 0.87 0.88 

Lack of emotional awareness 6–30 16.11 5.36 0.18 -0.52 0.79 0.80 

Limited access to regulation 

strategies 

8–40 24.62 7.18 0.37 -0.26 0.88 0.89 

Lack of emotional clarity 5–25 14.50 4.69 0.29 -0.31 0.82 0.83 

Online disinhibition total 11–55 31.28 8.42 0.16 -0.44 0.86 0.87 

Benign online disinhibition 5–25 15.63 4.51 -0.08 -0.38 0.78 0.79 

Toxic online disinhibition 6–30 15.65 5.39 0.43 -0.14 0.84 0.85 

 

The descriptive findings presented in Table 1 indicate that 

the participants showed a moderate level of digital self-

harm, with a mean score of 8.76 out of a possible range of 0 

to 32. The positive skewness value for digital self-harm 

suggests that although many participants reported low to 

moderate levels of this behavior, a meaningful subgroup 

reported elevated engagement in self-directed harmful 

online behaviors. Among the self-criticism dimensions, 

inadequate self had a higher mean score than hated self, 

indicating that feelings of personal inadequacy, 

disappointment, and failure were more common than 

explicitly hostile or punitive attitudes toward the self. 

Reassured self showed a moderate mean score, suggesting 

that although many participants retained some capacity for 

self-support, this protective tendency coexisted with self-

critical tendencies in the sample. The total emotion 

dysregulation score was also moderate to high, and the 

highest mean among its subscales was observed for limited 

access to regulation strategies, followed by nonacceptance 

of emotional responses and impulse control difficulties. 

These results suggest that difficulty identifying effective 

strategies for managing emotional distress was a particularly 

salient emotional regulation problem among the participants. 

Online disinhibition scores showed that both benign and 

toxic forms of disinhibition were present, although toxic 

online disinhibition was more theoretically relevant to the 

prediction of digital self-harm. The reliability coefficients 

were satisfactory to excellent across all instruments and 

subscales, with Cronbach’s alpha values ranging from 0.78 

to 0.93 and McDonald’s omega values ranging from 0.79 to 
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0.94. These results indicate that the measures demonstrated 

adequate internal consistency and were suitable for 

subsequent correlational and machine learning analyses. 

Table 2 

Bivariate Correlations Between Digital Self-Harm, Self-Criticism, Emotion Dysregulation, and Online Disinhibition 

Variable 1 2 3 4 5 6 7 

1. Digital self-harm 1.00       

2. Inadequate self 0.43** 1.00      

3. Hated self 0.57** 0.61** 1.00     

4. Reassured self -0.32** -0.48** -0.44** 1.00    

5. Emotion dysregulation total 0.52** 0.56** 0.59** -0.41** 1.00   

6. Benign online disinhibition 0.21** 0.18** 0.24** -0.09* 0.26** 1.00  

7. Toxic online disinhibition 0.61** 0.45** 0.58** -0.29** 0.55** 0.39** 1.00 

 

The correlation analysis shown in Table 2 demonstrated 

that digital self-harm was significantly associated with all 

main psychological predictors. The strongest bivariate 

association was observed between digital self-harm and 

toxic online disinhibition, r = 0.61, p < 0.01, indicating that 

participants who reported more hostile, impulsive, or norm-

violating behavior in online environments were also more 

likely to report higher levels of self-directed harmful online 

behavior. Digital self-harm was also strongly and positively 

correlated with hated self, r = 0.57, p < 0.01, and emotion 

dysregulation total, r = 0.52, p < 0.01. These findings suggest 

that digital self-harm was closely related to both self-

attacking attitudes and difficulties in regulating emotional 

responses. Inadequate self also showed a moderate positive 

association with digital self-harm, r = 0.43, p < 0.01, 

indicating that broader feelings of inferiority and personal 

failure were relevant, although less strongly than explicitly 

hostile self-criticism. Reassured self was negatively 

correlated with digital self-harm, r = -0.32, p < 0.01, 

suggesting that the ability to respond to oneself with support 

and reassurance may function as a protective factor against 

self-directed harmful online behavior. Benign online 

disinhibition showed a weaker but statistically significant 

positive correlation with digital self-harm, r = 0.21, p < 0.01. 

This finding suggests that general openness and disclosure 

in digital spaces may be related to digital self-harm, but the 

toxic component of online disinhibition was substantially 

more important. Overall, the correlational pattern supported 

the theoretical assumption that digital self-harm is not 

merely a function of internet use, but is more closely 

connected to self-critical cognition, emotional 

dysregulation, and disinhibited online behavior.

Table 3 

Predictive Performance of the LightGBM Model for Digital Self-Harm Severity 

Model Cross-Validation RMSE Cross-Validation MAE Cross-Validation R² Test RMSE Test MAE Test R² 

Linear regression 4.91 3.76 0.36 5.04 3.88 0.34 

Ridge regression 4.84 3.69 0.38 4.96 3.80 0.36 

Random forest regression 4.31 3.21 0.50 4.46 3.34 0.48 

Support vector regression 4.45 3.35 0.47 4.58 3.46 0.45 

LightGBM regression 3.82 2.87 0.61 3.96 2.98 0.59 

 

The model comparison presented in Table 3 showed that 

the LightGBM regression model provided the strongest 

predictive performance for digital self-harm severity. In the 

cross-validation phase, LightGBM achieved an RMSE of 

3.82, MAE of 2.87, and R² of 0.61, indicating that the model 

explained approximately 61% of the variance in digital self-

harm scores within the training-validation procedure. When 

evaluated on the independent test set, the model maintained 

strong generalization performance, with an RMSE of 3.96, 

MAE of 2.98, and R² of 0.59. The relatively small difference 

between cross-validation and test performance suggests that 

the model did not substantially overfit the training data. 

Compared with traditional linear regression and ridge 

regression, LightGBM produced a considerably lower 

prediction error and higher explained variance, indicating 

that nonlinear associations and interaction effects were 
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important in predicting digital self-harm. LightGBM also 

outperformed random forest regression and support vector 

regression, although the difference between tree-based 

models was smaller than the difference between LightGBM 

and linear models. These findings indicate that the 

relationship between self-criticism, emotion dysregulation, 

online disinhibition, and digital self-harm was not 

adequately captured by purely linear models. Instead, the 

results support the use of gradient-boosted decision trees for 

modeling complex psychological risk patterns, especially 

when predictors may operate through threshold effects, 

cumulative vulnerability, or interactions among self-critical 

cognition, affective instability, and online behavioral 

disinhibition. 

Table 4 

Relative Importance of Predictors in the Final LightGBM Model 

Predictor Mean Absolute SHAP 

Value 

Relative Importance 

Rank 

Direction of Association With Digital Self-

Harm 

Toxic online disinhibition 1.42 1 Positive 

Hated self 1.18 2 Positive 

Limited access to emotion regulation 

strategies 

0.97 3 Positive 

Impulse control difficulties 0.86 4 Positive 

Nonacceptance of emotional responses 0.74 5 Positive 

Inadequate self 0.63 6 Positive 

Anonymous account use 0.51 7 Positive 

Lack of emotional clarity 0.46 8 Positive 

Daily internet use 0.38 9 Positive 

Reassured self 0.34 10 Negative 

Benign online disinhibition 0.29 11 Positive 

Lack of emotional awareness 0.22 12 Positive 

Difficulties in goal-directed behavior 0.19 13 Positive 

 

The feature importance results presented in Table 4 

provide a more detailed explanation of the final LightGBM 

model. Toxic online disinhibition emerged as the most 

influential predictor of digital self-harm severity, with the 

highest mean absolute SHAP value. This indicates that 

online tendencies toward hostility, impulsivity, aggression, 

or norm violation made the largest contribution to the 

model’s predictions. Hated self was the second most 

important predictor, suggesting that explicitly punitive and 

self-attacking attitudes were more predictive of digital self-

harm than broader feelings of inadequacy alone. Among the 

emotion dysregulation dimensions, limited access to 

emotion regulation strategies and impulse control 

difficulties were especially important, ranking third and 

fourth in the model. This pattern indicates that participants 

who perceived themselves as lacking effective ways to 

regulate distress, and those who had difficulty controlling 

behavior under emotional activation, were more likely to 

receive higher predicted digital self-harm scores. 

Nonacceptance of emotional responses also contributed 

meaningfully to prediction, suggesting that rejecting or 

judging one’s emotional experiences may intensify 

vulnerability to self-directed harmful online behavior. 

Anonymous account use was also retained as a relevant 

behavioral predictor, which is theoretically consistent with 

the role of anonymity in enabling digital self-harm. 

Reassured self showed a negative direction of association, 

indicating that the ability to respond to oneself with warmth, 

reassurance, and emotional support reduced predicted digital 

self-harm severity. Benign online disinhibition and daily 

internet use contributed less strongly than toxic 

disinhibition, which suggests that digital self-harm was not 

primarily explained by high internet exposure or online 

openness alone, but by the combination of hostile self-

directed cognition, impaired emotion regulation, and toxic 

disinhibited behavior in online environments. 
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Figure 1 

SHAP Summary Plot of the LightGBM Predictors of Digital Self-Harm Severity 

 

The SHAP summary plot further clarified the direction 

and magnitude of the predictors included in the LightGBM 

model. The figure showed that higher values of toxic online 

disinhibition were consistently associated with higher 

predicted digital self-harm scores, confirming its role as the 

most important risk factor in the model. Similarly, higher 

hated self scores shifted predictions upward, indicating that 

participants with stronger self-attacking tendencies were 

more likely to be classified by the model as having elevated 

digital self-harm severity. The emotion dysregulation 

variables showed a nonlinear but generally positive pattern: 

limited access to regulation strategies, impulse control 

difficulties, and nonacceptance of emotional responses 

increased predicted risk most strongly when scores were in 

the upper range. This suggests that emotion regulation 

problems may become especially predictive when they reach 

clinically meaningful or functionally disruptive levels. 

Anonymous account use also increased predicted digital 

self-harm, but its contribution was smaller than that of the 

core psychological variables. In contrast, higher reassured 

self scores shifted predictions downward, indicating a 

protective effect in the model. Overall, the SHAP 

interpretation demonstrated that the LightGBM model did 

not rely on a single predictor, but integrated a broader 

vulnerability profile in which toxic online behavior, hostile 

self-criticism, and difficulty regulating distress jointly 

contributed to higher digital self-harm severity. 

4. Discussion 

The present study examined the prediction of digital self-

harm severity among young adults in Chile using a 

LightGBM model based on self-criticism, emotion 

dysregulation, and online disinhibition. The findings showed 

that digital self-harm was not a random or isolated digital 

behavior, but was meaningfully associated with a broader 

psychological vulnerability profile. In the descriptive 

results, participants reported a moderate level of digital self-

harm, with variability indicating that while many 

participants showed low or occasional engagement in self-

directed harmful online behaviors, a clinically and socially 

relevant subgroup reported higher severity. The correlational 

findings further indicated that digital self-harm was 
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positively associated with inadequate self, hated self, 

emotion dysregulation, benign online disinhibition, and 

toxic online disinhibition, while it was negatively associated 

with reassured self. These findings suggest that individuals 

who experience stronger self-attacking thoughts, greater 

emotional regulation difficulties, and greater disinhibition in 

online spaces are more vulnerable to engaging in online 

behaviors that reproduce harm toward the self. This pattern 

is consistent with the broader literature showing that harmful 

digital conduct is often shaped by the interaction of internal 

psychological states and online affordances, rather than by 

internet exposure alone (Wang & Ngai, 2021; Zhang et al., 

2024; Zhao, 2023). 

The predictive findings provided stronger evidence for 

the integrated role of these constructs. The LightGBM model 

outperformed linear regression, ridge regression, random 

forest regression, and support vector regression, achieving 

the strongest test performance, with an explained variance of 

59% in digital self-harm severity. This result indicates that 

the predictors contributed to digital self-harm in a complex 

and probably nonlinear manner. In psychological terms, 

digital self-harm may emerge when multiple risk conditions 

converge: a person experiences intense self-critical or self-

hating cognitions, has difficulty regulating painful affect, 

and enters an online context where anonymity or 

disinhibition reduces behavioral restraint. This interpretation 

is aligned with transdiagnostic perspectives suggesting that 

maladaptive behaviors often arise from interacting 

psychological vulnerabilities rather than from single isolated 

symptoms (Carmichael et al., 2023; Nazari et al., 2025). It is 

also consistent with cyberbehavioral studies showing that 

online aggression, trolling, cyberbullying, and other forms 

of online deviance are best understood through the combined 

effects of personality, affective states, self-control, relational 

context, and digital affordances (Gan et al., 2024; 

Giannakopoulos & Prassou, 2025; Maftei et al., 2023; 

Soares et al., 2023). 

The most important predictor in the final model was toxic 

online disinhibition. This finding suggests that digital self-

harm is strongly connected to the online tendency to express 

hostility, impulsivity, aggression, or norm-violating 

behavior under conditions of reduced restraint. Although 

toxic online disinhibition has typically been examined in 

relation to harm directed toward others, the present findings 

indicate that the same psychological mechanism may also 

facilitate harm directed toward the self. In this regard, digital 

self-harm can be interpreted as an inwardly directed version 

of harmful online expression: the hostile language, 

anonymity, and performative features commonly seen in 

cyber aggression are applied to one’s own identity. This 

explanation is supported by studies showing that online 

disinhibition contributes to cyberbullying perpetration, 

reactive trolling, online gaming aggression, cyberdating 

abuse, and toxic digital behavior (Ding et al., 2025; Mao & 

Hu, 2024; Ramadhani & Merida, 2024; Sánchez-Hernández 

et al., 2024). The findings also align with the adaptation and 

measurement literature on online disinhibition, which 

emphasizes that disinhibition is not a unitary phenomenon 

but may include both benign and toxic components (Mantara 

et al., 2023). In the present study, benign online disinhibition 

had a weaker predictive contribution, whereas toxic online 

disinhibition emerged as the dominant online-contextual risk 

factor. This distinction is important because it shows that 

digital self-harm is not primarily explained by openness or 

online self-disclosure, but by the hostile and impulsive form 

of disinhibited digital behavior. 

Hated self was the second strongest predictor of digital 

self-harm severity, indicating that explicitly punitive, 

hostile, and self-attacking attitudes toward the self were 

central to the model. This finding supports the 

conceptualization of digital self-harm as a digital enactment 

of self-directed aggression. Individuals high in hated self 

may be more likely to believe they deserve criticism, 

humiliation, or punishment, and online platforms may 

provide an accessible medium through which these internal 

attacks are externalized. In this sense, anonymous or 

pseudonymous self-abusive posting may function as a 

behavioral extension of self-critical cognition. The stronger 

role of hated self compared with inadequate self suggests 

that digital self-harm is especially associated with hostile 

self-rejection rather than general feelings of inferiority 

alone. This distinction is compatible with evidence that 

severe maladaptive outcomes are often linked to more 

antagonistic, dysregulated, or self-destructive psychological 

traits (Bant et al., 2025; Hudon et al., 2025; Rose et al., 

2025). It also resonates with work on dark personality, anger, 

and cyber aggression, which indicates that hostility and 

punitive affect can be translated into harmful digital 

behavior when regulatory or moral restraints are weakened 

(Nocera et al., 2022). In the present context, however, the 

hostility appears to be directed inward, making digital self-

harm a distinctive phenomenon at the intersection of self-

criticism and online aggression. 

Emotion dysregulation also played a major role in the 

prediction of digital self-harm. Among its components, 

limited access to emotion regulation strategies, impulse 
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control difficulties, and nonacceptance of emotional 

responses were especially important. This pattern suggests 

that digital self-harm may be most likely when individuals 

experience distress as intolerable, lack confidence in their 

ability to regulate emotional states, and have difficulty 

inhibiting behavior during emotional arousal. Such 

individuals may turn to digital self-harm as an immediate, 

maladaptive strategy for expressing distress, punishing the 

self, seeking social response, or externalizing internal 

emotional chaos. The prominence of limited access to 

regulation strategies is particularly meaningful because it 

indicates that digital self-harm may not only reflect the 

presence of negative affect, but also the perceived absence 

of adaptive alternatives. This interpretation is consistent 

with evidence that emotion dysregulation mediates the 

relationship between pathological traits and maladaptive 

functioning (Nazari et al., 2025). It is also consistent with 

findings from gaming disorder research showing that self-

regulation capacities and pursued rewards are central to 

understanding maladaptive digital behavior (Achab et al., 

2022). Accordingly, digital self-harm may be understood as 

a dysregulated digital response to affective distress, 

particularly when individuals do not possess or cannot 

access more adaptive coping strategies. 

The role of anonymous account use further supports the 

importance of digital affordances. Participants who reported 

anonymous or pseudonymous account use had higher 

predicted digital self-harm severity, although this variable 

was less influential than toxic online disinhibition and self-

critical or emotional variables. This suggests that anonymity 

may function as an enabling condition rather than a 

sufficient cause. In other words, anonymity may reduce 

accountability and increase behavioral distance from the act, 

but it is most likely to result in digital self-harm when 

combined with self-directed hostility and emotional 

dysregulation. This interpretation is consistent with studies 

on online deviance and cyber violence, which show that the 

structure of online communication can facilitate harmful 

behavior by reducing inhibition, increasing distance from 

consequences, and allowing rapid performance of 

aggression (Pan et al., 2022; Scott & Barlett, 2023; Vale & 

Matos, 2023). It is also aligned with literature on cyber-

racism, cyberhate, trolling, and online abuse, where 

anonymity and perceived distance may strengthen the 

expression of hostile content (Lai, 2024; Soares et al., 2023; 

Zhang et al., 2024). In digital self-harm, these mechanisms 

may operate paradoxically: the individual becomes both the 

producer and target of harmful content, using the online 

environment to stage, amplify, or validate self-directed 

negativity. 

The negative association between reassured self and 

digital self-harm provides an important protective 

interpretation. Participants who reported a greater capacity 

to respond to themselves with warmth, reassurance, and 

emotional support were less likely to receive high predicted 

digital self-harm scores. This finding supports the idea that 

self-reassurance may buffer the transition from emotional 

distress to self-directed online harm. When individuals can 

respond to mistakes, rejection, shame, or distress with a 

supportive internal voice, they may be less likely to convert 

negative emotions into punitive digital behaviors. This is 

important because the study did not only identify risk 

factors; it also identified a protective psychological 

dimension that may be relevant for prevention. The 

protective role of self-reassurance is compatible with wider 

evidence that online aggression and harmful digital 

behaviors are shaped by self-control, internal states, and 

contextual influences (Ramadhani & Merida, 2024; Wang & 

Ngai, 2021). It also complements research on harmful 

relational and sexualized digital behaviors, such as cyber 

intimate partner aggression, cyberdating abuse, aggravated 

sexting, and revenge pornography, where poor regulation, 

insecure relational patterns, and disinhibition contribute to 

online harm (Booth et al., 2023; Morelli et al., 2025; 

Sánchez-Hernández et al., 2024; Wanjiku, 2022). In the 

present study, self-reassurance may represent an internal 

regulatory resource that reduces the need to enact distress 

through digital self-attack. 

The findings also have implications for understanding 

digital self-harm as part of a broader ecology of online risk. 

Prior research has shown that cyberbullying, cyberhate, 

online aggression, bystander inaction, virtual sexual assault, 

and workplace cyberbullying are shaped by both individual 

and social mechanisms (Giannakopoulos & Prassou, 2025; 

Lee, 2026; Rehman, 2024; You, 2023). The present study 

extends this logic to self-directed online harm by showing 

that digital self-harm is embedded in the same digital 

ecology but follows a distinctive psychological pathway. 

Rather than treating digital self-harm as merely attention-

seeking or as a technological anomaly, the findings suggest 

that it should be understood as a meaningful expression of 

self-directed distress within online environments that permit 

anonymity, rapid emotional expression, and social feedback. 

The study also connects with work on online counseling and 

psychiatric participation in digital forums, which 

emphasizes that online spaces are not only sites of risk but 
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also potential contexts for identification, support, and 

intervention (Agathokleous & Taiwo, 2022; Looi et al., 

2023). Therefore, identifying digital self-harm risk through 

psychological and behavioral predictors may support earlier 

detection and more responsive digital mental health 

strategies. 

5. Conclusion 

Overall, the results support a multidimensional model in 

which digital self-harm is predicted by the interaction of 

self-critical cognition, affective dysregulation, and toxic 

online behavioral disinhibition. Toxic online disinhibition 

was the strongest contextual-behavioral predictor, hated self 

was the strongest self-evaluative predictor, and limited 

access to emotion regulation strategies and impulse control 

difficulties were the strongest emotional-regulatory 

predictors. These findings suggest that digital self-harm 

among young adults in Chile may be most severe when 

hostile self-attitudes are combined with poor emotional 

regulation and a disinhibited online style. The findings are 

consistent with previous research on online aggression, 

cyberbullying, cyber violence, trolling, and harmful digital 

behavior, while also extending this literature by focusing on 

self-directed rather than other-directed harm (Ding et al., 

2025; Gan et al., 2024; Maftei et al., 2023; Mao & Hu, 2024; 

Zheng et al., 2025). The use of a LightGBM model added 

further value by demonstrating that machine learning can 

capture complex risk patterns and identify the relative 

contribution of psychological predictors in a way that is 

useful for both research and prevention. 

6. Limitations & Suggestions 

The present study had several limitations. First, the cross-

sectional design does not allow causal conclusions about 

whether self-criticism, emotion dysregulation, and online 

disinhibition lead to digital self-harm or whether digital self-

harm intensifies these psychological vulnerabilities over 

time. Second, all variables were assessed through self-report 

instruments, which may be affected by recall bias, social 

desirability, underreporting, or misunderstanding of 

sensitive online behaviors. Third, although the sample 

included young adults from several regions of Chile, it may 

not fully represent all Chilean young adults, particularly 

those with limited internet access, lower digital literacy, or 

different cultural patterns of online communication. Fourth, 

the use of an adapted digital self-harm checklist may require 

further psychometric validation in Chilean Spanish, 

including factorial validity, criterion validity, and 

measurement invariance across gender and age groups. 

Fifth, although the LightGBM model showed strong 

predictive performance, machine learning models are 

dependent on the quality and scope of the predictors 

included; therefore, important variables such as depression, 

shame, loneliness, trauma history, peer victimization, family 

conflict, and offline self-harm may have been omitted. 

Future studies should use longitudinal designs to clarify 

temporal and causal pathways between self-criticism, 

emotion dysregulation, online disinhibition, and digital self-

harm. Research should also examine whether digital self-

harm predicts later offline self-harm, suicidal ideation, 

cybervictimization, social withdrawal, or help-seeking 

behavior. Future studies could expand the predictor set by 

including depressive symptoms, anxiety, shame, perceived 

burdensomeness, loneliness, rejection sensitivity, bullying 

history, trauma exposure, peer relationships, family 

functioning, and platform-specific behaviors. It would also 

be valuable to compare multiple machine learning models 

across different cultural contexts and age groups to 

determine whether the same predictors remain important in 

adolescents, university students, clinical populations, and 

non-student young adults. In addition, future research should 

combine self-report data with digital trace data, ecological 

momentary assessment, or qualitative interviews to better 

understand the motives, emotional states, and social 

meanings associated with digital self-harm episodes. Cross-

cultural validation is also necessary to determine whether the 

meaning and expression of digital self-harm differ across 

Latin American, European, Asian, and North American 

contexts. 

From a practical perspective, the findings suggest that 

prevention and intervention efforts should not treat digital 

self-harm simply as problematic internet use. Screening 

programs in universities, counseling centers, and digital 

mental health services should assess self-critical thinking, 

hostile self-attitudes, emotion regulation difficulties, and 

toxic online disinhibition when evaluating risk for digital 

self-harm. Interventions should focus on strengthening self-

reassurance, improving adaptive emotion regulation 

strategies, reducing impulsive online responding, and 

helping young adults recognize how anonymity and 

disinhibition may intensify self-directed harm. Digital 

literacy programs should include content on anonymous 

self-directed abuse, not only cyberbullying toward others. 

Clinicians and counselors should ask sensitively about 

whether clients have ever posted harmful content about 
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themselves anonymously or encouraged others to attack 

them online, because many individuals may not 

spontaneously disclose this behavior. Online platforms, 

educational institutions, and mental health professionals 

should also collaborate to create confidential reporting and 

support pathways for users who show signs of self-directed 

digital harm. 
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