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Objective: The present study aimed to analyze the experiences, consequences, 

and preventive strategies of online sexual abuse from the perspective of parents.  

Methods and Materials: This study was conducted using a qualitative grounded-

theory approach in 2023. The data were collected through semi-structured 

interviews with 12 parents who were selected via snowball sampling. Data 

analysis revealed 3 main categories: online abuse as a traumatic experience, 

awareness as the key to overcoming problems, and traumatic environment and 

consequences.  

Findings: The data revealed 7 axial codes (34 open codes): causal conditions 

(parenting style, public institutions and organizations, social customs and culture, 

and developmental changes); contextual conditions (ineffective shame and 

ineffective parenting); intervening conditions (parents’ traumatic behaviors); 

strategies (professional and communication strategies); consequences (taking care 

of child abuse), and the core phenomenon (online abuse as trauma; unpleasant 

psychological experiences and obsessive behaviors). The findings of the present 

study indicated that the most important consequences of online child sexual abuse 

include premature puberty, isolation, experiencing anxiety and panic, aggression, 

academic failure, posting photos and videos, masturbation, sex chatting, satisfying 

sexual curiosity, focusing on sexual issues in life, and seeking attention and 

approval.  

Conclusion: The interviews with parents showed that the most important 

strategies for preventing online child sexual abuse include raising parents’ 

awareness of children’s developmental changes, teaching sexual issues, teaching 

life skills, updating information, consulting with experts, empathy with the child, 

monitoring the child, being an active listener, and setting limits on internet use. 

The insights from this study can help parents, school counselors, and families 

develop effective strategies to prevent online child sexual abuse. 
Keywords: online sexual abuse, lived experiences, consequences and preventive strategies. 
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1. Introduction 

he Internet enables different people to interact and 

communicate with each other immediately (Sethi & 

Ghatak, 2018). According to Kemp Global Digital Center 

(2022), about 62.5% of people around the world have access 

to the Internet, and about 58% of the world’s population are 

users of various social networks. Globally, it is estimated 

that 75% of children aged 12 to 17 use the Internet regularly, 

mainly for educational and entertainment purposes. 

However, access to the Internet, despite its many 

advantages, exposes children to abuse such as stalking, 

cyberbullying, blackmail, and sexual exploitation. A multi-

country study conducted by UNICEF (2022) showed that 

80% of children are exposed to online sexual abuse and 

cyberbullying. 

Child sexual abuse material (CSAM) has become a big 

problem in the 21st century, and despite the increased 

awareness and efforts of governments and non-

governmental organizations (NGOs), there are still alarming 

statistics in this field. Westlake (2020) has stated that online 

sexual abuse includes images, videos, and texts that depict 

babies, children, and young people in sexual situations and 

extreme sexual assault (Westlake, 2020). Child online sexual 

abuse involves displaying, collecting, compiling, and 

distributing materials related to child sexual abuse for 

personal sexual gratification, financial gain, interaction with 

other pedophiles, participation in online live streams of child 

sexual abuse, and grooming to encourage children to engage 

in online sexual act and later continue it offline and in real 

life (Özçalık & Atakoğlu, 2021). Child grooming refers to a 

relationship based on trust between a minor and an adult who 

uses information and communication technologies (ICTs) to 

solicit and exploit young people to provide online and offline 

child sexual abuse acts (Kloess et al., 2014).  

The Internet Watch Foundation, a UK-based NGO, 

identified more than 153,000 new web pages containing 

child sexual abuse images in 2020, a 16% increase over 2019 

(IWF, 2021). In addition, Johnson et al. (2019) studied 5715 

children and showed that 6% of children had online sexual 

behavior at least once during the last year, and 32% of these 

children had experienced at least pressure, persuasion, or 

compulsion for sexual abuse (Jonsson et al., 2019). They 

also reported that adolescents who experienced online sexual 

abuse had poorer mental health and were victimized at least 

at the same level as adolescents who experienced offline 

sexual abuse. Numerous surveys and meta-analyses have 

examined different samples of people who have been 

sexually abused with different methods and have concluded 

that victims experience a wide range of medical, 

psychological, and behavioral disorders (Carr et al., 2020; 

Hailes et al., 2019), including post-traumatic stress disorder 

(PTSD), sexual problems, high-risk sexual behavior, 

suicidal behaviors, re-victimization, substance misuse, fear, 

anxiety, poor self-esteem, long-term mental, emotional, and 

physical injuries, and interpersonal problems (Carr et al., 

2020; Gámez-Guadix et al., 2022; Ngo et al., 2023). To 

prevent online sexual abuse, it is important to identify 

potential risk factors. A few studies have addressed the risk 

factors for online sexual abuse against children. Various 

studies have suggested that age and gender are the most 

obvious risk factors, and girls are victims more than boys 

(DeSantisteban & Gámez-Guadix, 2018). Moreover, older 

children (approximately 13 to 17 years old) are more 

victimized than younger children (Montiel et al., 2016). 

There are indications that the lesbian, gay, bisexual, and 

transgender (LGBT) community, as well as youth with 

developmental disorders, may be at greater risk for sexual 

abuse. Other risk factors for online sexual abuse are low self-

esteem, low life satisfaction, loneliness and depression, 

online risk-taking (sharing personal information and 

interacting with strangers), and offline risk-taking (e.g., 

drinking alcohol), problematic family relations, problems at 

school, online harassment, and previous abuse experiences 

(Jonsson et al., 2019). Besides, some studies point to the role 

of demographic factors and state that girls are more exposed 

to online sexual abuse than boys (Assink et al., 2019). In 

contrast, some studies have shown no gender difference in 

victimization (Pedersen et al., 2022; Scott et al., 2022). It has 

also been found that sexual minority adolescents in general 

were more likely to be sexually abused online (Pedersen et 

al., 2022). However, an important thing to note is that given 

the national and international significance of child online 

abuse, and also considering the extensive use of smartphones 

and online access to various social platforms, adolescents’ 

lives have been increasingly digitized (Anderson & Jiang, 

2018). Thus, there is an urgent need to develop and execute 

scientific and practical initiatives to prevent online sexual 

exploitation of children (Turner et al., 2023). As such, using 

a grounded theory approach, the present study sought to 

analyze the experiences, consequences, and preventive 

strategies of online sexual abuse from the perspective of 

parents. 

2. Methods and Materials 

T 

https://portal.issn.org/resource/ISSN/3041-8518
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2.1. Study Design and Participants 

The present study adopted a qualitative grounded theory 

design. The participants were selected from parents with 

children and adolescents who were internet users. The 

participants were selected using snowball sampling. Semi-

structured interviews were conducted with parents who had 

basic information about online child sexual abuse. The 

interviews continued until the collected data were saturated. 

The criteria for enrollment in the study were 1- willingness 

to attend the study, 2-having a child or adolescent, and 3-

having at least a bachelor’s degree (In order to be able to 

analyze the questions asked by the researcher well).  

Since the main method of data collection in the grounded 

theory approach is the use of interviews, semi-structured 

interviews were conducted in this study to collect the data. 

Semi-structured interviews are a common tool for data 

collection through direct verbal interaction between the 

interviewer and interviewee. The interviews were conducted 

using open-ended questions to elicit the participants’ 

experiences and opinions. While the same questions were 

asked of all the participants, sometimes additional questions 

were asked to elicit more accurate data. The interview 

questions were developed in advance and the participants 

were free to answer them as they wished. Examples of the 

interview questions were: What are the consequences and 

harms of online child sexual abuse? What is the role of 

parental neglect in the occurrence of online child sexual 

abuse? To comply with ethical protocols in this study, the 

interviews were conducted voluntarily. Moreover, the 

interviews were recorded with the participants’ permission 

and they were also informed about the results of the study.  

The qualitative grounded theory research design is an 

inductive approach to discovering concepts and identifying 

the underlying patterns from the data. Thus, in the present 

study, several parents who met the inclusion criteria were 

invited to attend the interviews. During the interviews, they 

were asked to introduce volunteer parents who had 

information about child online sexual abuse. At the 

beginning of each interview, the researcher introduced 

herself and the research subject. The same questions were 

asked of all parents. Upon the completion of the interviews, 

the participants’ statements were transcribed and reviewed 

for subsequent analysis. Written informed consent was 

obtained from the participants for conducting interviews and 

recording them, voluntary participation and withdrawal, and 

anonymity of their names, phone numbers, and addresses. 

Each interview lasted 45 to 60 minutes (950 minutes in 

total). The interviews were conducted face to face with the 

participants in the Omid Counselling Center in Birjand, 

South Khorasan Province, Iran for one month from October 

to November 2023. However, two interviews were 

conducted through video calls with prior arrangements with 

the participants.    

The interview questions were centered around online 

child sexual abuse and the role of parental neglect in this 

phenomenon. The participants were 13 parents with children 

and adolescents in Birjand. They were selected through 

snowball sampling and the interviews continued until the 

data were saturated. Based on the mentioned technique (the 

saturation), the selection of sample people continued until 

the interview with new people did not provide more recent 

information to the researcher and was almost repetitive. The 

collected data were organized and reviewed and were then 

analyzed using Strauss and Corbin’s (1998) three-step 

approach (Struss & Corbin, 1998). In the first step, the 

related themes were identified through open coding. In the 

second step, the extracted themes were clustered around the 

core phenomenon and were placed into the relevant 

categories. The axial coding process was performed in the 

third step and the related and similar themes were merged 

into main categories and subcategories. Finally, three main 

categories were extracted. Lincoln and Guba's criteria were 

used to check the credibility and trustworthiness of the 

findings (Lincoln, Lynham and Guba, 2011). The findings 

were reviewed by three professionals including; school 

counselor, psychiatrist, psychologist and methodologist to 

determine if they matched the previous studies on the sexual 

online. The data and findings were also reviewed by the 

participants to confirm their accuracy. 

2.2. Measures 

2.2.1. Self-Harming Behavior 

The Self-Harm Inventory (SHI), developed by Sansone, 

Wiederman, and Sansone in 1998, is a widely used 

standardized tool designed to assess self-injurious and self-

destructive behaviors. The inventory consists of 22 

dichotomous (yes/no) items that inquire about behaviors 

such as cutting, burning, self-starving, and engaging in 

abusive relationships. Each endorsed item scores one point, 

with total scores ranging from 0 to 22. Higher scores indicate 

greater levels of self-harming behavior. The SHI does not 

include subscales but offers a cumulative score reflecting the 

severity and breadth of self-harming tendencies. Numerous 

studies have confirmed the SHI’s strong internal 

https://portal.issn.org/resource/ISSN/3041-8518
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consistency, test-retest reliability, and concurrent validity 

with other clinical indicators of psychopathology (Abrazgah 

et al., 2024; Carvalho et al., 2023; Janiri et al., 2024; 

Kapatais et al., 2022; TaŞÖRen & GÜL, 2022). 

2.2.2. Emotional Neglect 

The Childhood Trauma Questionnaire – Short Form 

(CTQ-SF), created by Bernstein et al. in 1994, is a 

retrospective self-report instrument used to measure 

experiences of childhood maltreatment, including emotional 

neglect. The CTQ-SF contains 28 items divided into five 

subscales: emotional neglect, emotional abuse, physical 

neglect, physical abuse, and sexual abuse. The emotional 

neglect subscale includes 5 items rated on a 5-point Likert 

scale ranging from 1 (never true) to 5 (very often true), with 

higher scores indicating more severe neglect. The CTQ-SF 

also includes three validity items to assess potential 

minimization or denial. This tool has demonstrated strong 

psychometric properties, with robust evidence of reliability 

and validity across diverse clinical and non-clinical 

populations in multiple studies (Babad et al., 2020; Edet et 

al., 2022; Janiri et al., 2024; TaŞÖRen & GÜL, 2022). 

2.2.3. Internalized Shame 

The Internalized Shame Scale (ISS), developed by Cook 

in 1988, is a comprehensive self-report measure designed to 

assess the intensity and frequency of internalized shame. The 

ISS consists of 30 items, of which 24 assess internalized 

shame and 6 serve as self-esteem indicators. Respondents 

rate each item on a 5-point Likert scale from 0 (never) to 4 

(almost always), with higher scores indicating greater levels 

of internalized shame. The ISS provides a total score and 

does not include formal subscales beyond the distinction 

between shame and self-esteem items. Research has 

consistently supported the scale’s high internal consistency 

and construct validity, as well as its sensitivity to changes in 

shame-related psychological interventions, establishing it as 

a reliable and valid instrument for both clinical and research 

contexts (Kang & Jo, 2023; Mousavian, 2020). 

2.3. Data analysis 

For data analysis, both descriptive and inferential 

statistical techniques were applied. Initially, Pearson 

correlation analysis was conducted using SPSS version 27 to 

assess the bivariate relationships between the dependent 

variable (self-harming behavior) and each of the 

independent variables (emotional neglect and internalized 

shame). To test the hypothesized mediating model, structural 

equation modeling (SEM) was performed using AMOS 

version 21. This analysis allowed for the simultaneous 

examination of direct and indirect effects within the 

proposed model. Model fit indices such as the Comparative 

Fit Index (CFI), Root Mean Square Error of Approximation 

(RMSEA), and the Chi-square/df ratio were used to evaluate 

the adequacy of the structural model. 

3. Findings and Results 

The participants’ demographic characteristics including 

occupation, education, number of children, marital status, 

age, and gender were analyzed in the quantitative phase of 

the study as displayed in Table 1. As can be seen, the 

participants were 7 females and 5 females, and all of them 

had at least two children. Six participants had a Ph.D. degree, 

5 had a master’s degree, and one person had a bachelor’s 

degree. Most of the participants (n = 6) were in the age group 

of 40 to 50 years. Furthermore, all the participants were 

working in public departments and organizations. 

Table 1 

The participants’ demographic characteristics of parents 

Row Gender  Age  Marital status  Number of 
children  

Education  Occupation  

1 Male 43 Married 2 Master’s degree School teacher  

2 Female 45 Married 2 Ph.D.  Faculty member  

3 Female 51 Married 3 Master’s degree in clinical 
psychology  

School teacher  

4 Female 49 Married 2 Ph.D. in psychology  Counsellor  

5 Female 48 Married 2 Ph.D. in psychology  Employee at the welfare 
department  

6 Female 39 Married 3 Master’s degree in general 
psychology  

Employee at the welfare 
department  

https://portal.issn.org/resource/ISSN/3041-8518
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7 Female 37  Married 2 Master’s degree in social work  Employee at the welfare 

department  

8 Female 32  Married 2 Master’s degree in nursing  Nurse  

9 Male 51  Married 3 Ph.D. in primary education  Teacher  

10 Male 48  Married 3 Ph.D. in Persian literature  Faculty member  

11 Male 44  Married 2 Ph.D.  General practitioner  

12 Male 39  Married 2 Master’s degree in electrical 
engineering    

Telecommunication engineer  

 

The analysis of the data using the qualitative grounded 

theory approach revealed 3 main categories (online abuse as 

a traumatic experience, awareness as the key to overcoming 

problems, and traumatic environment and consequences), 7 

axial codes, and 34 open codes as detailed in Table 2: 

Table 2 

The main themes, subthemes, and codes extracted from the interviews with parents 

Open codes  Axial codes  Selective codes  

Premature puberty  Adverse psychological experiences  Online abuse as a traumatic experience  

Isolation  

Anxiety and panic  

Aggression  

Academic failure  

Sharing personal photos and videos  Obsessive behaviors 

Masturbation  

Sex chatting  

Seeking variety to satisfy sexual curiosity 

Focus on sexual issues in life 

Raising parents’ awareness about developmental changes Update parents  Awareness as the key to overcoming 
problems  Sexual education  

Life skills training  

Updating information  

Seeking professional advice  

Empathy with the child  Promoting parent-child interactions  

Monitoring the child  

Interaction and conversation  

Active listening  

Restricting the use of the internet  

Parents’ defensiveness against talking about sexual issues Ineffective shame  Traumatic family environment  

Shame about exposing sexual abuse 

Feeling insecure when talking about sexual issues 

Mistrust in parents  Ineffective parenting  

Permissive parenting style  

Parents’ ignorance  

Parents’ physical and emotional apathy   

Parental strictness  Parents’ traumatic behaviors  

Parental blame  

Watching porn with the child 

Parents’ sex in the presence of the child 

Sharing the child’s photos  

 

The main categories and subcategories presented in Table 

2 indicate the findings of the qualitative section on the nature 

of online child and adolescent sexual abuse covering the 

answers to research questions of the qualitative phase as 

elaborated in detail in the following:  

 

What are the contextual conditions of online child 

sexual abuse?  

The findings from the present study revealed that the 

contextual conditions of online child sexual abuse were the 

traumatic family environment (ineffective shame, the taboo 

of sexual issues in the community, parents’ defensiveness 

against talking about sexual issues, and shame about 

https://portal.issn.org/resource/ISSN/3041-8518
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exposing sexual abuse), ineffective parenting (feeling 

insecure when talking about sexual issues, mistrust in 

parents, permissive parenting style, neglect of parents, and 

parents’ physical and emotional apathy), and parents’ 

traumatic behaviors (parental strictness, parental blame, 

watching porn with the child, parents’ sex in the presence of 

the child, and sharing the child’s photos).  

A. Traumatic family environment 

Ineffective shame: One of the issues that can contribute 

to online child sexual abuse is toxic or ineffective shame, 

especially as some sexual issues are considered taboo in the 

community: “Unfortunately, you know that talking about 

sexual issues is still a taboo in our society, and many people 

still think that this is the biggest problem in our society. If 

we pretend that everything is OK in our country and there is 

no problem, we cannot come up with a good understanding 

of online sexual abuse of Generation Z in Iran” (Participant 

#8).  

In addition, some parents not only do not give sexual 

information to their children but also oppose talking about 

sexual issues: “Some parents state that they don’t need to 

talk to their children about sexual issues and believe that the 

children themselves will learn about these issues later on” 

(Participant #6). “Some parents think talking about sexual 

issues is a taboo and they are hesitant to discuss such 

matters with their children. Thus, if their child does not talk 

to them about sexual issues, they are happier because they 

do not know what to do” (Participant #5). 

The participants’ statements also indicated that toxic 

shame is an underlying factor for more online child sexual 

abuse; Shame about the disclosure of sexual abuse may 

discourage a victim from talking about online and even 

offline abuse against him/her and their avoidance can further 

pave the way for more sexual abuse: “A daughter was 

sexually abused by older sons in the family and they had 

shared her photos in online media. Her parents did not talk 

about it because they thought that it would be a disgrace to 

expose sexual abuse against their daughter. They cut their 

relationship with some relatives and took legal action 

against the offender” (Participant #4).  

B. Ineffective parenting  

The parents in this study stated that their interactions with 

their children play a vital role in inducing a sense of security 

in their children to encourage them to talk about their 

traumatic experiences of sexual abuse because when 

children are sexually exploited they are afraid of talking 

about it to their parents and they think that they will not 

receive any support from the parents: “Receptive parents 

provide support to their children to induce a feeling of 

security in them and solve their problems” (Participant #5). 

The participants also stated that some children do not trust 

their parents because they think that if they ask their parents 

for information about sexual issues, they may be judged by 

the parents: “Some children learn about sexual issues from 

others. If parents talk to their children about these issues and 

provide necessary instructions to them, they will help the 

children to solve their problems, but many children don’t 

have a close relationship with their parents and thus they 

don’t feel free to talk to their parents about their sexual 

problems and online sexual abuse without stress and fear of 

being judged” (Participant #6).  

The data in this study indicated that compared to other 

parenting styles, the permissive parenting style has the 

greatest contributions to promoting online child sexual 

abuse: “Permissive parents leave alone their children and 

they have no authority and control on their children and no 

affection for them” (Participant #1). “Permissive parents 

expose their children to many social evils and their children 

freely surf online social media and networks unchecked and 

unchallenged” (Participant #9). 

Parents’ neglect and their physical and emotional apathy 

are other factors contributing to the occurrence of online 

child sexual abuse. Some parents (also called missing 

parents) mostly seek to provide only the necessities of life 

and neglect to provide emotional and psychological support 

to their children. Thus, their children’s use of social 

networks without parental supervision can be harmful to 

them: “Well, parents’ permissiveness and their unawareness 

of the children’s sexual issues cause trouble. On the other 

hand, too much control over the children will cause more 

problems” (Participant #9). “Parental neglect can be an 

important factor in child sexual abuse because children tend 

to spend more time on social media and networks when the 

parents are permissive. Thus, the children may face more 

challenges” (Participant #10). “Sometimes parents go to 

work and do the household chores. Thus, they have less time 

for children and they cannot control their children. As a 

result, children have more freedom to spend time on online 

social networks” (Participant #5).  

C. Parents’ traumatic behaviors 

When something happens that is not expected by the 

parents, the way the parents react is very effective in 

stopping, reinforcing, or repeating that behavior. The same 

is true of online sexual abuse. Parents who are overtly strict 

and blame their children for their mistakes can harm the 

children and make things worse: “There are more problems 

https://portal.issn.org/resource/ISSN/3041-8518
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with children whose parents are extremely strict. They 

cannot teach necessary skills to their children or teach these 

skills incorrectly. The adolescents with strict parents cannot 

talk to their parents about their sexual issues and problems 

freely and they are afraid of the parents’ reactions if they 

expose their mistakes, and this makes things worse in these 

families” (Participant #8). “Once a child was caught red-

handed by his father when doing a simple search on the 

internet and the father blamed the child brutally. These 

constant blames made the child lose his connection with the 

father and spend even more time on the internet and online 

social networks” (Participant #11).  

The participants reported that watching porn with the 

child or having sex in the presence of the children even very 

young children can contribute to online child sexual abuse. 

These behaviors can harm children’s emotions and 

encourage them to turn to sexual issues: “If a father watches 

porn movies, his children may access and watch these 

movies very easily and then may try the sexual act seen in 

the movies” (Participant #2). “Of course, parents play an 

important role in online child sexual abuse. Sometimes they 

fail to adhere to moral issues. For example, I had a client 

whose father was involved in addiction and had 

relationships with a couple of women. He used to show the 

videos of his affairs with women to his teenage son and this 

caused the teenager to be involved in sexual relations with 

girls online and offline” (Participant #12). 

The participants reported that parents who share their 

children’s photos with unusual clothing or gestures on online 

channels or pages can pave the way for exposing their 

children, especially during their adolescence, to online 

sexual abuse: “There was a father who used to share his 

daughter’s photos taken in different poses and styles and 

different clothes on the Instagram, exposing this 9-year-old 

girl to sexual abuse online and offline” (Participant #7). 

What are the important consequences and harms of 

online child sexual abuse?  

The participants in this study described online sexual 

abuse as a trauma. They also believed that the most 

important consequences of online child sexual abuse were 

adverse psychological experiences (premature puberty, 

isolation, anxiety, panic, aggression, and academic failure) 

and obsessive behaviors (sharing photos and videos, 

masturbating, sex chatting, satisfying sexual curiosity, 

focusing on sexual issues in life, and seeking attention and 

approval). 

 

 

A. Adverse psychological experiences 

One of the consequences of online sexual abuse for 

children and adolescents is premature puberty. Puberty per 

se is an attractive and good process, but when a child 

watches porn movies and scenes and nude pictures, he/she 

gets involved in premature puberty and thus may face some 

problems in the family and the community due to the signs 

of premature puberty: “Many children exposed to sexually 

offensive content develop premature puberty at the age of 

nine or ten, and this causes challenges for the child at home, 

school, and community” (Participant #1). 

The participants stated that isolation is one of the other 

consequences of online child sexual abuse. Thus, a sexually 

abused child is preoccupied with sexual harm due to his/her 

failure to receive help and support from parents and 

counselors. He/she has also a sense of self-blame and feels 

embarrassed and afraid of sharing his/her problems. Thus, 

the child feels isolated and has difficulty communicating 

with others: “Most often children who watch adult movies 

and are struggling with online sexual content are likely to 

feel isolated and are rejected by relatives and family 

members” (Participant #4). “This is a type of addiction as the 

person always wants to be alone and away from people” 

(Participant #2). 

The findings of the present study indicated that 

experiencing anxiety and panic is also one of the 

consequences of online child sexual abuse, because the 

victim experiences more anxiety, worry, and panic, 

especially at the beginning of the abuse, and if this abuse 

continues by the abuser, the victim will feel more anxiety 

and worry: “Signs of fear, anxiety, and panic are always 

evident in victims of sexual abuse” (Participant #6). “The 

ten-year-old son of one of our relatives was watching porn 

and sexual photos. Now, he has many problems. Besides, 

feeling guilty and post-traumatic stress disorder have led to 

extreme anxiety and worry in him” (Participant #3). 

Aggression and academic failure are other consequences 

of online child sexual abuse: “Children and adolescents who 

are victims of online sexual abuse tend to experience high 

levels of anxiety, become aggressive, and cannot 

communicate with their family members” (Participant #7). 

“Sexually abused children cannot focus on routine affairs in 

life such as studying, learning skills, communicating with 

people around, and thinking. Instead, they concentrate on 

things they do not know. Thus, they have poor academic 

performance and sometimes may experience academic 

failure. For example, a boy who was abused online and 
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offline had many problems, leading to anxiety and academic 

failure” (Participant #5).  

C. Obsessive behaviors 

Posting photos and videos: When a person shares videos 

and photos, especially of the private parts of his/her body, or 

pictures and videos or posts porn movies and sexual images, 

the person gets addicted to porn and sexual images after a 

while due to the temporary and fake dopamine that he/she 

receives: “Children, especially students, share porn videos, 

sexual photos, or photos of their private body parts on online 

social media, particularly after the COVID-19 pandemic 

when the students have more access to smartphones. 

Sometimes I hear children are engaged in sexual chatting 

and sharing private photos on online social networks” 

(Participant #8). “I had a client who shared her photos and 

videos with an unknown friend online. Her mother was 

scared a lot after accidentally checking her mobile phone 

and discovering the recorded videos and pictures” 

(Participant #11). 

Masturbation: One of the most frequent consequences 

of online child sexual abuse is masturbation. A child may be 

sexually aroused after watching online sexual and porn 

images or videos and masturbate: “Masturbation is one of 

the consequences of online sexual abuse. Masturbation has 

an individual source followed by the feeling of guilt caused 

by anxiety-reducing behaviors and then elevated levels of 

anxiety. This leads to a vicious cycle in children and thus 

they cannot concentrate on important matters in their lives” 

(Participant #12). 

Sex chatting: One of the consequences of online sexual 

abuse is sex chats by children and adolescents. The children 

and adolescents exchange messages with sexual content, 

leading to more sexual abuse: “I heard a lot in various 

meetings, especially from school counselors, that currently, 

online chats, actually sex chats, and even sexy group chats 

are increasing day by day, especially among students” 

(Participant #2). “I heard a 9th-grade teenager had a 

relationship with a girl online who turned out to be a boy. 

The teenager was abused by the boy frequently threatening 

her to release screenshots containing her sexual messages” 

(Participant #10). 

Seeking variety to satisfy sexual curiosity and the 

focus on sexual issues in life: The participants reported that 

one of the consequences of online sexual abuse is seeking 

variety to satisfy sexual curiosity and the focus on sexual 

issues in life by watching porn videos and sexual images. 

Adolescents who engage in various online relationships and 

watch porn videos and images for a long time always seek 

something new and this induces a sense of seeking sexual 

variety and curiosity: “These children always seek to watch 

new sexual images and videos or experience different sexual 

relationships” (Participant #2). “Sexual materials are so 

attractive and diverse that children cannot find a good 

alternative for them and focus on things other than sexual 

issues. Thus, we should acknowledge that one of the 

characteristics of sexology is that it has no limits” 

(Participant #9). 

What are the important strategies for preventing online 

child sexual abuse?  

The participants reported two main strategies for 

preventing online child sexual abuse including professional 

strategies (raising parents’ awareness of children’s 

developmental changes, teaching sexual issues, teaching life 

skills, updating information, and consulting with experts) 

and communication strategies (empathy with the child, 

monitoring the child, being an active listener, and setting 

limits on internet use).  

A. Professional strategies 

Raising parents’ awareness of children’s 

developmental changes: Parents should be aware of their 

children’s cognitive, physiological, and emotional changes, 

because many behaviors may be normal according to the age 

of children and adolescents. However, some parents have 

little information about the developmental characteristics of 

children and adolescents, and this unawareness causes some 

problems: “Parents should receive training on the 

characteristics of puberty and adolescence and children’s 

cognitive processes. Many times, parents think that these 

issues are related to adolescence” (Participant #8). “Parents 

often do not know the age of development of children and 

adolescents and do not even know about the signs of puberty 

and sensitive issues of adolescence, and they pay too much 

attention to some behaviors of adolescents, leading to 

conflicts between parents and adolescents” (Participant #3).   

Sexual education: Awareness raising and education by 

experts and in a safe environment seems to be the best way 

to effectively discuss issues that sometimes parents may 

have difficulty sharing with their children or do not know 

how to share such issues with the children. If parents receive 

the necessary training, they can understand how to discuss 

issues related to sexual abuse with children: “I have always 

tried to have a friendly relationship with my child and 

provide him/her with the necessary training about sexual 

and puberty issues and how to use online social media and 

networks instead of receiving such information from others, 

especially his/her friends” (Participant #4). “We should 
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provide young children, especially those who are 2 or 3 

years old, with some information about their private body 

organs or genitals and don’t allow others to release their 

private photos online” (Participant #10).  

Teaching life skills: The participants highlighted the 

importance of teaching life skills to children and 

adolescents: “The most important thing is to raise parents’ 

awareness. Then, children should receive some training on 

different issues such as emotion management, life skills, sex 

education, self-protection methods, cyberspace and how to 

use it, and problem-solving skills” (Participant #3). “Parents 

should teach problem-solving skills to their children” 

(Participant #6). 

Updating information: The participants stated that some 

parents have information, but their information is not up-to-

date, especially about using the internet, smartphones, and 

mobile apps: “The first thing is that parents themselves 

should obtain some information, especially about 

cyberspace, various social networks, and the risks of these 

networks for children and adolescents. As you know, 

adolescents have much more information than their parents, 

and there is a huge generation gap. Thus, parents cannot 

monitor their children effectively as they don’t have enough 

updated knowledge” (Participant #1). “An important thing is 

that parents themselves should update their information 

about sexual issues and how children and adolescents are 

sexually abused online. Besides, they should have necessary 

information, especially about sexual issues” (Participant 

#12). 

Seeking advice from experts: According to the 

participants, another strategy to prevent online child sexual 

abuse is to get help from experts: “Receiving advice and 

support from the right resources such as psychologists and 

school counselors can be helpful. For instance, school 

counselors can help parents avoid behaviors that may make 

things worse” (Participant #5). 

B. Communication strategies 

The participants highlighted the importance of strategies 

that mostly promote parent-child interactions:  

Empathy with the child: The participants reported 

establishing friendly relationships with children and 

showing empathy with them can help prevent online child 

sexual abuse. Empathy with children, especially during 

adolescence, is very effective in promoting parent-child 

interactions and preventing online sexual abuse. Even if a 

child or teenager is sexually abused, this empathy and 

understanding will be more helpful than humiliation, threats, 

and blame by parents. “We should have empathy with 

children and understand them” (Participant #2). “The best 

way to raise a child is for the parents to be decisive and at 

the same time understand him/her” (Participant #4). 

Monitoring the child: Parents’ attention to a child’s 

behaviors and needs has always been effective, but 

sometimes excessive parental control, direct supervision, 

and continuous warnings followed by judgment and 

sometimes humiliation can severely affect parent-child 

interactions, creating more distance between children and 

adolescents, making them turn to online social media, and 

thus leading to the possibility of more sexual abuse. 

Accordingly, parents should be cautious when exercising 

direct control over their children: “Monitoring children is 

one of the duties of parents, which reduces parental stress, 

but excessive control increases parental stress and a high 

level of stress, in turn, leads to more control. Parents should 

monitor their children, especially their activities on the 

internet and online channels and groups” (Participant #6). 

Active listening: Effective parent-child communication 

and active listening can help children avoid sexual abuse: “I 

think active listening and understanding the child help 

parents to act both as counselors and friends for their 

children. Children will be more likely to report any problems 

faced by them on online social networks if parents actively 

listen to their children without any judgment and valuation” 

(Participant #2). 

Restricting Internet use: The participants reported that 

restricting Internet use by the child is an effective prevention 

strategy to reduce online child sexual abuse. Accordingly, 

parents should monitor the use of the internet by their 

children but avoid too much control and monitoring. They 

can also manage the time spent by children on the internet 

using restrictive apps: “Parents should set some rules for 

themselves. For instance, they can lock some satellite 

channels, avoid watching videos with sexual content on their 

mobile phones, and not wear bizarre and sexually arousing 

clothes at home” (Participant #2). “The internet, computers, 

smartphones, and online social networks are facilities that 

lose their effectiveness if they are used excessively. Parents 

can also install some apps on their children’s phones to 

restrict their access to the internet or instruct them on how 

to use their mobile phones. Moreover, they should monitor 

the internet use by their children” (Participant #7). 
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Figure 1 

The experiences and consequences of online sexual abuse and preventive strategies from parents’ perspective 

 

4. Discussion and Conclusion 

This study examined the experiences of parents about 

online child sexual abuse to provide the answer to the 

following questions: What is the nature of online child 

sexual abuse? What are the contextual conditions and 

consequences of this phenomenon? What strategies can be 

adopted to prevent it?  

The findings indicated that the contextual conditions of 

online child sexual abuse were ineffective shame, the taboo 

of sexual issues in the community, parents’ defensiveness 

against talking about sexual issues, shame about exposing 

sexual abuse, feeling insecure when talking about sexual 

issues, mistrust in parents, permissive parenting style, 

neglect of parents, and parents’ physical and emotional 

apathy, parental strictness, parental blame, watching porn 

with the child, parents’ sex in the presence of the child, and 

sharing the child’s photos. Thus, to prevent online child 

sexual abuse, the possible risk factors should be identified. 

However, a few studies have addressed these risk factors. 

Noll et al. (2013) showed that children who have a history of 

neglect and abuse are more likely to be exposed to high-risk 

online sexual content and desires (Noll et al., 2013). 

Children experience online abuse for several reasons, 

including inadequate parenting and lack of legal protection 

(Who, 2022) and inadequate knowledge of safe Internet use 

and online child abuse (Oecd, 2020). Johnson et al. (2019) 

also showed that factors such as low self-esteem, poor 

relationships with parents, substance abuse, psychological 

difficulties, the desire to feel, and risky behaviors on the 

Internet are significantly correlated with exposure to online 

sexual abuse (Jonsson et al., 2019). Moreover, Leach, 

Stewart, and Smallbone (2015) showed that adverse 

childhood experiences, childhood maltreatment, unstable 

family environments, family conflicts, and parental mental 

health problems are related to abuse and neglect (Leach et 

al., 2015). Cyberspace is now an integral part of social 

interaction and communication, especially for young people. 
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Thus, more attention should be paid to the nature of online 

and offline abuse. Those children who are left without care 

for a long time are emotionally vulnerable and to some 

extent at risk of sexual abuse (Quadara et al., 2015). 

Furthermore, Jonsson, Svedin, and Hydén (2015) showed 

that children who are not socially and economically 

deprived, but who experienced traumatic life events and felt 

excluded in childhood, were more inclined to participate in 

sexual activities online (Jonsson et al., 2015). Although 

these children do not need money, they feel more connected 

by participating in online sexual activities in internet 

communities and groups and this online sexual behavior 

appears as a modified form of self-harm. These findings 

highlight the importance of the family and parenting styles 

as the most important contextual conditions of online child 

sexual abuse. Thus, to prevent online sexual abuse, adequate 

training, psychological support, and interventions should be 

provided for the victims of online sexual abuse. Moreover, 

encouraging early disclosure and conducting on-time and 

effective interventions are some solutions to reduce the 

consequences of online child sexual abuse. In addition, 

specialized telephone centers and online services should be 

created or developed to provide services to children and 

adolescents who are exposed to contact, touch, or sexual 

abuse. Broadly speaking, some laws should be passed to deal 

with online sexual abusers, block sexual content and access 

to URLs, and identify websites that provide child 

pornography. Social institutions should use social media and 

traditional platforms to increase awareness about online 

child sexual abuse. Such awareness-raising initiatives should 

be age-appropriate, of good quality, and provided on safe 

internet platforms to children and adolescents. Building 

digital resilience is another prominent approach to 

combatting online child sexual abuse. Parents and even 

teachers must have the ability to recognize children at risk 

and provide them with the necessary self-confidence and 

environmental support so that they can deal with online 

threats more effectively, but still, parents’ emotional support 

for children should not be disregarded. Moreover, parental 

support is an important factor in dealing with online child 

sexual abuse. Since victims experience severe psychological 

distress, negative parental reactions can further harm them 

and reduce the chances of recovery. To deal with online 

child sexual abuse, parents should be well informed about 

potential risk factors and talk to their children about online 

sexual abuse and preventive measures. 

The data in this study indicated the most important 

consequences of online child sexual abuse from the parents’ 

perspective include premature puberty, isolation, anxiety, 

panic, aggression, academic failure, sharing photos and 

videos, masturbating, sex chatting, satisfying sexual 

curiosity, focusing on sexual issues in life, and seeking 

attention and approval. Numerous surveys and meta-

analyses have examined different samples of people who 

have been sexually abused with different methods and have 

concluded that victims experience a wide range of medical, 

psychological, and behavioral disorders (Carr et al., 2020; 

Hailes et al., 2019).  The consequences of cyberspace 

victimization include little participation in academic 

activities, social incompatibility, anxiety, and depression 

(Navarro et al., 2018), suicidal thoughts and increasing 

feelings of loneliness in the victim due to the lack of parental 

knowledge of child abuse (Nocentini et al., 2018), low levels 

of self-efficacy, negative self-concept, sleep disorders, and 

even rejection by peers (Kowalski et al., 2014). Avdibegoviü 

and Brkiü (2020) also believe that child abuse leads to 

psychological problems such as depression, anxiety, low 

self-confidence, sleep deprivation, etc. Sex offenders often 

use the Internet to communicate with children to facilitate 

in-person sexual abuse or to create and distribute sexual 

images of children (Dimitropoulos et al., 2022). It has also 

been found that girls who experience premature puberty are 

exposed to increased sexual risk by their peers (Skoog & 

Bayram Özdemir, 2016). According to these findings, 

premature puberty may also be a risk factor for online sexual 

abuse. 

The findings of the present study also indicated that one 

consequence of online child sexual abuse was sharing 

pictures and videos of private parts and sex chats. Online 

sexual solicitation of children occurs when an adult stranger 

uses the Internet to access, interact, and establish 

relationships with children to lead them to perform sexual 

conversations and actions, offline and/or online, including a 

variety of sexually explicit acts, desired or undesired by the 

child, such as initiating conversations of a sexual nature 

(e.g., cybersex, describing sexual acts, and exchanging 

sexual information), exchanging pornographic images, and 

meeting offline and performing sexual acts (Gemara et al., 

2022). Of course, the effect of abuse on each victim may be 

different compared to another victim, and factors such as the 

nature of the abuse, the way the victim perceives the abuse, 

the past life experiences of the victim, and even post-abuse 

supportive reactions can be effective in the type of reaction 

and impact of sexual abuse (Marriott et al., 2014). However, 

Ventus et al. (2017) reported that some children who are 

exposed to sexual abuse may not show any psychological 
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reaction (Ventus et al., 2017). Overall, it can be argued that 

children who are sexually abused can suffer a wide range of 

consequences and harms, but none of the mentioned 

symptoms are specific to victims of sexual abuse. Thus, 

child sexual abuse should be considered a general and non-

specific risk factor for psychopathology, and research has 

not yet specified whether this is also the case with the 

victims of online sexual abuse. 

The results of this study indicated that the most important 

strategies to prevent online child sexual abuse were raising 

parents’ awareness of developmental changes, teaching 

sexual issues, teaching life skills, updating information, and 

consulting with experts. Furthermore, empathy with the 

child, monitoring the child, being an active listener, and 

restricting internet use by the child were other strategies for 

preventing online child sexual abuse. Turner et al. (2023) 

concluded that prevention programs aimed at reducing the 

risk of sexual abuse are likely to be effective against online 

sexual abuse provided that efforts are made to educate young 

people about the need to avoid risky online behaviors 

(Turner et al., 2023). Educating children and raising their 

awareness can help them in situations where they may be 

sexually abused by an adult (such as taking a child for a ride 

or to the park, sleeping in a shared bed, or watching a movie 

and television alone and watching movies that may have 

sexual content). These strategies can help prevent 

victimization and exposure to abuse (Vedelago, 2020). In 

addition, Amri et al. (2024) showed that children who were 

neglected by their parents were more significantly exposed 

to online sexual abuse and had 11.2 times the chance of 

being exposed to online sexual abuse compared to normal 

children. Overall, it can be argued that parental support is an 

important factor in coping with online child sexual abuse. As 

victims experience severe psychological distress, negative 

parental reactions can further harm them and reduce the 

chances of recovery (Safety, 2013). To cope with child 

sexual abuse online, parents should be well informed about 

risk factors and talk to their children about online sexual 

abuse and preventive measures. 

Another effective strategy to prevent online sexual abuse 

is the identification of IP addresses of users and criminals 

producing, publishing, and viewing content aimed at child 

sexual abuse. The US Child Protection System can track the 

IP addresses of users who download files known to contain 

child sexual abuse material (CSAM), even if the VPN is 

turned on (Solon, 2020). In some cases, law enforcement 

agencies can deceive consumers of CSAM into revealing 

their identities. In 2014, the Queensland Police arrested the 

manager of a site producing child sexual content and secretly 

took control of the site, during which the IP of users who 

used this site were detected and warnings were issued to 

these users (Cox, 2017). In January 2013, Google and 

Microsoft announced that their search engines would take 

additional measures to block attempts to access CSAM 

through their platforms. According to Steel (2015), this 

initiative led to an immediate drop in CSAM searches (Steel, 

2015). Moreover, authorities in some countries insist that 

lists of URLs that contain CSAM be filtered. Some countries 

such as China and Saudi Arabia have forced ISPs to block 

websites that produce CSAM (Leavitt, 2021). 

Studies have highlighted the importance of parental 

participation as a key goal for preventing child sexual abuse. 

Child sexual abuse is a complex and multifaceted social 

phenomenon. The causes, nature, and dimensions of sexual 

abuse in different situations differ among different people in 

terms of time, motivation, behavior, related processes, 

nature, and even domestic, organizational, public, and online 

environments. Given such considerable differences, the best 

way is to define a comprehensive set of prevention strategies 

for online child sexual abuse with a focus on the nature and 

dimensions of child sexual abuse (e.g. who, what, where, 

when, and how) to provide a strong theoretical and empirical 

framework. In addition, identifying these dimensions helps 

to determine key goals for prevention and devise a 

comprehensive and coordinated response to child sexual 

abuse. Moreover, parental education and support can be 

effective in dealing with online child sexual abuse. Since 

victims experience severe psychological distress, negative 

parental reactions can further harm them and reduce the 

chances of recovery. To cope with online child sexual abuse, 

parents should be well informed about potential risk factors. 

Parents should talk to their children about online sexual 

abuse and preventive measures. 

The findings of the present study have limited 

generalizability to other populations and groups as the 

participants were selected from a limited region and the data 

were collected using a qualitative approach. This being so, 

future studies can use the proposed model in preventive and 

interventional programs in counseling centers to raise the 

awareness of parents, children, and adolescents about the 

risk factors and consequences of online child sexual abuse 

and prevention strategies. 
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5. Limitations & Suggestions 

This study, while illuminating, is not without limitations. 

First, its cross-sectional design limits the ability to draw 

causal inferences between variables. Although the mediating 

model is supported theoretically and empirically, 

longitudinal data would be needed to confirm the temporal 

ordering of emotional neglect, shame, and self-harm. 

Second, the use of self-report measures may introduce bias, 

particularly in the recall of childhood experiences and the 

willingness to disclose shame or self-harm. Social 

desirability and memory distortion could have affected the 

accuracy of the data. Third, the sample consisted exclusively 

of Canadian adolescents and young adults, which may limit 

the generalizability of the findings to other cultural or 

socioeconomic groups. Lastly, the study did not control for 

potential confounding variables such as depression, anxiety, 

or peer victimization, which may also influence self-harming 

behavior. 

Future research should aim to replicate these findings 

using longitudinal designs to establish causal pathways and 

developmental trajectories. Including clinical populations 

alongside community samples would enhance the robustness 

of the findings and provide insight into more severe 

presentations of self-harm. Furthermore, qualitative research 

may offer deeper insight into the lived experiences of 

individuals who internalize shame following emotional 

neglect. Expanding the study to include diverse cultural and 

demographic groups would allow for a more nuanced 

understanding of how cultural norms around emotion, 

parenting, and shame influence the development of self-

harming behavior. It would also be beneficial to explore 

protective factors such as social support, resilience, or 

positive attachment relationships that may buffer the 

negative effects of emotional neglect and shame. 

The findings of this study underscore the importance of 

early identification of emotional neglect in both clinical and 

educational settings. Practitioners should be trained to 

recognize the often-invisible signs of emotional deprivation 

and to assess for internalized shame in at-risk youth. 

Interventions aimed at reducing shame and improving 

emotion regulation skills may be especially effective in 

preventing self-harming behavior. Schools and mental 

health services should incorporate screening tools for 

childhood neglect and create supportive environments where 

emotional validation and psychological safety are 

prioritized. Lastly, parent-focused interventions that 

emphasize emotional responsiveness and attunement may 

serve as primary prevention strategies against the long-term 

consequences of neglect. 
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